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Employee Trust Funds

Secure E-mail System

Request for Information (RFI)

ETE0004

Issued: October 26, 2004

Responses Due: November 3, 2004 2:00pm CST

Questions concerning this RFI should be directed to:

Mark Robinson

Employee Trust Funds

Phone: 608-266-0785

Email: mark.robinson@etf.state.wi.us

I. Introduction

The Department of Employee Trust Funds (ETF) is requesting a non-binding request for information (RFI) from your company for a secure/encrypted email solution.  Our agency currently has about 200 internal email users.  Our target audience for this solution consist of over 1400 employers, 20+ health plans, and 500,000+ Wisconsin Retirement System (WRS) participants.  

The RFI and any amendments will be posted on the ETF web site http://etfextranet.it.state.wi.us.  The RFI will not be mailed. 

II. Purpose of the Request for Information

The purpose of this RFI is to gather information from vendors to specifically address the ETF’s requirements as outlined in our system requirements document.

III. Response

Please document in detail how your product addresses each system requirement. 

When responding to our system requirements document, please include the estimated costs for your solution based on the above information.  This should include all software, maintenance, services (if applicable) and installation costs.  In addition, please include any hardware specifications, other software requirements, and/or service contracts (if applicable) that may be needed, including but not limited to, database server, web server, certification/key server, directory/authentication server, etc.

The attached document outlines our Departments needs and requirements for a secure email solution. All responses are due back by 2:00pm (CST) November 2, 2004.

If you need further information, please contact Mark Robinson at 608-266-0785 or by email at mark.robinson@etf.state.wi.us.  

Or

Express Delivery:

Mark Robinson

Dept. of Employee Trust Funds

801 W. Badger Rd.

Madison, WI  53702-0011

Mail Delivery: 
Mark Robinson

Dept. of Employee Trust Funds

PO Box 7931

Madison, WI  53707-7931

RFI ETE0004

ETF Secure Email System Requirements

Required Features:

Security:

· Meets ETF Security policies.   Must be able to secure any message with individual health and demographic information.
· Meets HIPAA Requirements. 
· Secure Message Reply.  Capability for any recipient of secure message from ETF staff to reply securely (includes attachment).

· Secure Attachments.  Capability to attach files to a secured e-mail message.

· No Use of Public Key Infrastructure (PKI) Systems.  Does not require the implementation of a PKI system by DETF.
· Robust Security.  Uses encryption protocols that are generally accepted as secure.

Usability:

· Simple Interface (External customers).  Interface designed so that the steps to receive, securely reply to, or initiate a secure message are intuitive for external parties for receive a message from ETF.

· Simple Interface (Internal staff).  Interface designed so that the steps to receive, securely reply to, or initiate a secure message are intuitive for ETF staff.

· Enter Their Own Password Hint.  External entities can help remember their passwords by entering a password hint (that they created) that can be mailed to the external entity upon request.

· Easy Password Changes.  Ability to change password at any time.

· Password Resets and Administration External to ETF.  Passwords are reset without ETF staff involvement.

· No Additional Software.  No plug-in or additional software to be loaded on the external parties’ computers.

· No ETF IT Involvement in Routine Sending of Secure Messages.  Allows an ETF employee to send a secure message to an external customer without first involving IT staff (to establish an account for this external customer).

· Low Lag Time to Access Secured Messages.  Password must be accepted immediately so that the ability to send or respond to a secure message is quickly and easily available. 

· Universal Application.  Capability to send a secure message to anyone with an e-mail address.

· Integrates with Outlook.  No separate e-mail program required for staff to send or receive secure messages.

· Disclaimers.  Allow for customizable disclaimers.  For example, ETF may want members to see special instructions/warnings when members create a new account for secure e-mail.

· Flag Messages.  ETF staff can flag a message to be secured. (E.g. entering certain text strings in the subject line of the message.)

· On-line FAQ/Help text.  On-Line help for staff and external users.

· Browser Compatibility.  System must work with Internet Explorer ver 5.5 or higher and Netscape ver 6 or higher used by end users.

Technical:

· Common Standards.  Uses common standards-based technology (SMTP, S/MIME, SSL, HTTP, etc.)

· Virus/spam scanning. Provides or allows for virus scanning capabilities before sending or receiving messages, either through provided function or integration with existing capabilities at ETF.  Currently our Exchange email server scans all messages for viruses before they are opened or received.

· ETF Technology Standard Compatibility.  System must be compatible with ETF technology standards.  Including but not limited to:

· Server Operating Systems - Windows, Linux, Novell or AIX

· Web services – Preference to, Web sphere, Apache, IBM HTTP Server
· Directory Services - Active Directory
· Overhead for encrypting should be low.  Package should not utilize relatively large amounts of bandwidth, processor clock cycles, or memory.

· Operating System Compatibility.  System must work with Windows, Linux, MAC, and Unix supported desktop operating systems used by end users.

· Email Client Compatibility.  System must work with a wide variety of e-mail clients used by external recipients of secure messages from ETF staff.

· Support Record.  Vendor has a proven record of responsive technical support.

· Vendor Reputation and Track Record.  Vendor has been in the security industry for an appreciable amount of time and is generally regarded as a legitimate provider of a quality product.

Legal / Regulatory:

· Meets ETF Security policies. Must be able to secure any message with individual health and demographic information.

· Meets HIPAA Requirements. 

· Meets State Laws on Confidentiality and Open Records (if applicable).
· Reporting/Auditing.  The encryption package has the capability to provide logs or reports of what e-mail was encrypted.

· Delivery Receipts.  Ability to have date and time-stamped receipts for all securely sent e-mails.

· No Impact on Records Retention Requirements.  Ability for ETF to continue to access and retain under records policies any sent or received messages that have been encrypted.

Other:

· Branding.  If the selected solution uses a third party (external) secured system, then it should be customizable so that external users would see the security product branded as ETF’s; e.g., “Send us a secure message using ETF’s Secure Email Web site” rather than “Send us a secure message using the ‘Vendor’ Secure Email Web site.”

Should Have:

Security:

· Secure Message Origination. Capability for any external entity to create and send a secure message to ETF without any added cost to the external customer.  (Including attachments).

· Password Entry for Each Message. Recipients must enter a password each time they open an encrypted message from ETF staff.

· ETF Controls Password Policy.  Allows ETF to set password length and whether special characters are required.

Usability:
· Save and Print.  Allow recipients of secure messages from ETF to save and print email and attachments in plain-text form to their own systems.

· Automatic Rule-Based Encryption.  Messages can be secured by central rules, policies, and/or filters.  E.g., if a message contains confidential data such as an SSN, rule based encryption would automatically encrypt the message, even if the sender forgets to secure the message.

· Shared Access.  Ability for a group of ETF staff to be able to access secure messages sent to a shared e-mail account.

· Low Administrative Burden.  The system should require a low amount of system administration and operation support (approx. no more than 5 hours of support and administration per week, on average).
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