_________________________________________________ATTACHMENT 6

Department of Employee Trust Funds


P.O. Box 7931


Madison, WI  53707-7931

CONFIDENTIALITY AGREEMENT

Wis. Stat. § 40.07, 45 C.F.R. Parts 160 and 164

I certify I have been advised that Section 40.07 of the Wisconsin Statutes provides that individual personal information in the records of the State of Wisconsin Department of Employee Trust Funds (“DETF”) is not a public record and may not be disclosed, except when authorized employees of the DETF determine that disclosure is permitted under circumstances specified by the statute.

I understand that I am not an employee of the DETF and have no authority to make any disclosure to anyone of any information concerning any person which is contained in the DETF’s records.

I hereby represent to the DETF and certify that it is necessary for me to have access to records on individuals kept by the DETF in order to perform the duties of my employment for the entity specified in the “Vendor Name” block at the end of this form (“VENDOR”) which strictly relate to performance of VENDOR’S present contract with the DETF (“Contract”).

I understand that the highly confidential information to which I may have access includes, but is not limited to:

1)
Names, addresses, dates of birth and Social Security numbers of participants;

2)
Amount of employer and employee contributions in any account;

3)
Medical information contained in participant files;

4)
Beneficiary designations made by participants;

5) Any identifying information concerning contested cases or appeals which are pending or which are resolved;

6) Any other information that is reasonably expected to be private and confidential which is contained in the DETF records.

I agree not to seek or obtain or retain any such information from the DETF records except when strictly necessary to perform my duties in connection with the Contract.

I agree not to keep personal copies of any such information and with respect to any notes or records I may create in the performance of my duties that contain personal information on an individual from the DETF records. I agree to personally destroy such notes and records by burning or shredding or turn them over directly to the DETF staff or to my VENDOR supervisor for delivery to the DETF staff immediately upon my completion of the duties for which they were necessary. Under no circumstances will I dispose of any notes or records containing confidential personal information by putting them in the trash.

I understand that under the Health Insurance Portability and Accountability Act (HIPAA), the DETF must safeguard the privacy and security of the Protected Health Information (PHI) it maintains, and that while performing services under the Contract I must also safeguard any such PHI under my control from improper use or unauthorized disclosure. Further, I understand that if there exists a signed HIPAA Business Associate Agreement/Addendum between VENDOR and the DETF, that I may have obligations according to such Agreement or Addendum that are in addition to the terms of this Confidentiality Agreement. 

I pledge that I will forever keep secret and confidential any information from the DETF files on any individual. 

I pledge not to disclose any such information now or in the future to anyone other than employees of the DETF and VENDOR employees and then only if it is strictly necessary to the performance of the Contract.  

I agree to personally hold harmless and indemnify the State of Wisconsin and the DETF, including its employees, agents and members of its attached boards, for damages or costs (including actual costs of litigation and attorney fees) arising out of my failure to keep secret and confidential any information on individuals contained in the DETF files.  

I understand that nothing in this agreement limits my liability to any individual about whom I disclose information in violation of this agreement.

I agree that if any person requests me to disclose any information from the DETF files concerning any individual, I will refer such request to the DETF staff.  

I agree that I will notify the DETF, in writing, within 24 hours after I receive any notice that anyone is attempting to obtain a court order for disclosure of the DETF records.  

I have read this agreement carefully and I agree to its terms.

Date (MM/DD/CCYY)
Signature

Print Name

Vendor Name

Home Address

Telephone Number – Work
Telephone Number – Home

