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Executive Summary 

 This document is the final deliverable of the Business Risk Assessment project. It 
includes a Risk Remediation Roadmap for ETF to deploy the online self services.   

 We recommend ETF launch a Business Transformation initiative to mitigate the 
risks associated with the online self services deployment. The Business 
Transformation initiative consists of 11 projects in the following three areas: 
 Governance 
 Business Enablement 
 Information Technology 

 For each of the 11 risk remediation projects, the Risk Remediation Roadmap 
deliverable provides the following details: 
 Project Scope 
 High Level Implementation Approach 
 Project Outcomes 
 Estimated Duration 
 Risks Addressed 
 Skills Needed 

 The Risk Remediation Roadmap deliverable also includes a diagram that depicts 
the sequencing and dependencies between the 11 projects.  
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Summary of the Business Transformation Initiative  
 

 Data Governance and Data Privacy Program 
 Risk and Compliance Management Program 
 Business Continuity and Disaster Recovery 

Improvement   

 We recommend ETF launch a business transformation initiative to mitigate the risks associated with the 
online self services deployment.  

 The business transformation initiative consists of multiple projects that can be organized into three 
areas: Governance; Business Enablement; and Information Technology.  

 Many of the business transformation initiatives are enabler projects for online self services to be 
deployed. 

Governance 
 
 

Information 
Technology 

Business 
Enablement 

ETF Business 
Transformation 

Initiative 

 
 IT Transformation Strategy and 

Planning 
 IT Transformation Implementation 
 Information Security Management 
 Identity and Access Management 

Implementation   
 IT Operations Optimization  

 Online Self Services Business 
Strategy and Planning 
 Business Process 

Reengineering   
 Talent Management Program   

 



Copyright © 2010 Deloitte Development LLC. All rights reserved. 4 Risk Remediation Roadmap  

Project Sequence and Dependency   
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Release 1 
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Release 2 

Data 
 Cleanup 

Implementation - 2 

Business Process Reengineering   

IT Transformation 
 Implementation - 1 

Check 
 Point 

Optimization -2 

M11-12 

Data 
 Cleanup 

Release 3 

Data 
 Cleanup 

Release 4 

Data 
 Cleanup 

Release 5 

Data 
 Cleanup 

Implementation - 3 

Optimization -3 Optimization -4 

Check 
 Point 

Implementation - 4 

Check 
 Point IT Transformation  

Strategy and Planning 

Talent Management 
Program   

Risk & Compliance  
Mgmt Program   

Data Governance 
and Data Privacy 

Program   
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Business Risk Assessment Project Overview  

 Deloitte assisted ETF in performing a Business Risk Assessment to assess the risks 
associated with online self services implementation and to determine the readiness for 
ETF to develop, deploy, and to perform online inquiry and update transactions. 

 As a recognized leader in providing integrated and multi-faceted risk consulting 
services, Deloitte leveraged its risk assessment methodology, knowledge base and 
subject-matter specialists in multiple areas. 

 The Business Risk Assessment project was conducted by using a four-phase approach: 
Project Planning; Evaluation of Current Landscape; Identification & Prioritization of Key 
Risks; and a Roadmap to Address Next Steps. 
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Risk Assessment Approach  

Step 1 
Risk 

Assessment 
Framework  

Step 2 
Risk 

Assessment 
Survey 

Step 3 
Survey 
Results 
Analysis  

Step 4 
Risk 

Prioritization  

Step 5 
Risk 

Assessment 
Report  

 Customized 
Deloitte’s Risk 
Catalog, a 
centralized 
repository of 
control 
requirements to 
include the 
following: 

 ETF mandatory 
compliance 
requirements.  

 Industry leading 
practices. 

 A Risk Assessment 
Survey was created 
based on the risk 
assessment 
framework, current 
landscape key 
findings and 
Deloitte’s experience.  

 Survey statements 
were organized per 
risk category.  

 Surveys were 
distributed to the 
Leadership and 
Manager’s teams. 

 Each answer was 
assigned a numeric 
score: Fully 
Implemented = 3, 
Partially Implemented = 
2, Not Implemented = 
1. 

 “Not Applicable to ETF” 
or “No Information to 
Provide” were not 
considered. 

 Calculated a score for 
each risk based on 
survey responses.  

 The final vulnerability 
score was calculated as 
a weighted average 
score. 

 Using the calculated 
vulnerability score, a 
vulnerability level to 
each risk was assigned:  
Mild, Moderate or 
Significant. 

 Each risk was 
evaluated in three 
different impact 
attributes: reputation, 
compliance, and 
online self services 
capabilities.  

 The Leadership 
Team assigned an 
impact level for each 
risk statement during 
workshops. 

 Risk priority was 
determined by the 
impact level and the 
vulnerability level 
using the risk heat 
map. 

 A prioritized Risk 
Assessment Report 
was created with the 
following details: 

 List of prioritized 
risks.  

 Vulnerability and 
impact levels for 
each risk. 

 Supporting facts 
for each risk.  

 Potential impact 
on online self 
services for each 
risk.  

 Potential 
mitigating actions 
for each risk. 

Step 6 
Risk 

Remediation 
Roadmap  

 A Business 
Transformation 
initiative consists of 
multiple projects in 
three different but inter-
related areas: 
Governance; Business 
Enablement; and 
Information 
Technology. 

 Each project on the 
roadmap encompasses 
several risk mitigation 
actions identified in the 
Risk Assessment 
Report.  

 For each project, the 
roadmap also provided 
a description, high level 
approach, estimated 
duration, and skills 
needed. 

 The Risk Remediation 
Roadmap deliverable 
also includes a 
diagram that depicts 
the sequencing and 
dependencies between 
the roadmap projects.  
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Summary of Prioritized Risks 

Legend High Priority Risk Medium Priority Risk Low Priority Risk 
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 Compliance 
 Finance 
 Records 

Management  
 

 IT Strategy  
 Human 

Resources  
 Business Strategy   
 Business 

Continuity  
 

 IT Operations  
 Privacy  

 

 
 Business 

Processes 
 Risk Management  
 IT Security  
 Business Process 

and IT Integration 
 User Access   

 

 Legacy Systems 
 Data Governance 
 Data Quality and 

Integrity 
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Online Self Services Introduction 
 We recommend implementing online self services in 5 releases: 

 Common Services (myAccount) 
 Retiree Services 
 Member Services (Actives) 
 Employer Services 
 Insurance Services 

 Some of the online self services can be easily integrated into ETF’s existing line of 
business (LOB) applications and will not require a significant amount of development 
work. 

 Some online self services will require data or software functionality which does not 
currently exist in ETF’s LOB applications. ETF will need to perform pre-cursor data 
cleanup and/or application development projects prior to implementing these online 
self services.  

 These online self services features and the recommended releases are based on the 
following: 

 ETF’s management survey conducted in April, 2010. 
 ETF Contact ManagementSection.  
 Deloitte’s experiences at other major retirement system clients such as 

Florida, Georgia, North Carolina, and Louisiana.  
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Online Self Services  

 
 Members Profile Inquiry 
 Service Summary 

Inquiry 
 Beneficiary Inquiry 
 Member Annual 

Statement  
 Account Information 

Inquiry  
 Retirement Account 

Details Inquiry 
 Monthly Payment Inquiry 
 1099R Reprint 

Release 1 

Online Self Services - Features per Release 

 
 Update Communication 

Preferences 
 Build Message Center  
 Update Retiree 

Beneficiary Designation  
 Basic Retirement Benefit 

Estimate 
 Update Federal Tax 

Withholding Information 
(W4P) 

 Retiree Address Change 
 Income verification 

letters 

Release 2  
 Full Featured Benefit 

Estimates 
 Service Purchase 

Estimates 
 Apply for Separation 

Benefit 
 Submit Death Notice 
 Appointments (Active & 

Retired) 
 Apply for Retirement 

Benefits   
 Employer (ER) Lump 

Sum List   
 ER Annuitant List   
 ER Distribution 

Information  
 ER Active Member List   
 ER Member Account 

inquiry 
 ER Historical Rates   
 ER Invoices Report   

Release 3  
 Update Retiree Direct 

Deposit  
 Inactive Member 

Address Change 
 ER Maintain Agency 

Users 
 ER Contribution 

Summary Report 
 ER Contribution 

Reporting 
 ER Submits Terms, 

Deaths and Leave of 
Absences 

 ER Pay Invoices   
 

Release 4  
 Insurance Services   
 Insurance Administration 

- Provider Profile 
 3rd Parties Review and 

Submit Detail Deduction 
Data 

 Medical Examiner Data 
Review and Update  

 

Release 5 

 We recommend ETF deploy online self services in 5 incremental releases bringing an online presence to 
active members, annuitants, employers and other partners.  

 The release schedule is designed to gain some early wins with the agency and the membership by 
exposing self services functions in a read-only manner. 
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ETF Members Call Volume Statistics   
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 The graph below is a snapshot of the top ten topics received in the ETF Contact 
Management Section from September 2009 through August 2010. 
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Online Self Services Implementation Lessons Learned  

 People 
 Executive sponsorship is critical. 
 Employer outreach is crucial to any changes in wage and service reporting. 
 Projects should be driven by the business units. 
 Early IT staff training and augmentation. 

 Process 
 Control project scope and formalize change management. 
 Research the implementation experiences of other large state pension 

systems. 
 Proper planning and plan updates. 

 Technology  
 Start data clean up activities early. 
 Retire, enhance or replace legacy IT systems.  
 Primary objective should be improved member and employer service.  
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Summary of the Business Transformation Initiative  
 

 Data Governance and Data Privacy Program 
 Risk and Compliance Management Program 
 Business Continuity and Disaster Recovery 

Improvement   

 We recommend ETF launch a business transformation initiative to mitigate the risks associated with the 
online self services deployment.  

 The business transformation initiative consists of multiple projects that can be organized into three 
areas: Governance; Business Enablement; and Information Technology.  

 Many of the business transformation initiatives are enabler projects for online self services to be 
deployed. 

Governance 
 
 

Information 
Technology 

Business 
Enablement 

ETF Business 
Transformation 

Initiative 

 
 IT Transformation Strategy and 

Planning 
 IT Transformation Implementation 
 Information Security Management 
 Identity and Access Management 

Implementation 
 IT Operations Optimization  

 Online Self Services Business 
Strategy and Planning 
 Business Process 

Reengineering   
 Talent Management Program   
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Initiative  Project  Risks Addressed  

Governance 
 

Data Governance and Data Privacy Program 
 

Records Management  

Data Governance  

Data Quality and Integrity  

Privacy  

Risk and Compliance Management Program  
 

Risk Management  

Compliance 

Business Continuity & Disaster Recovery    Business Continuity  

Business Enablement 
 

Online Self Services Business Strategy and 
Planning 

Business Strategy   

Finance 

Business Process Reengineering   Business Process 

Talent Management Program  Human Resources  

Information Technology  
 

IT Transformation Strategy and Planning 
Business Process and IT integration 

IT Strategy  

IT Transformation Implementation Legacy Systems 

Information Security Management IT Security  

Identity and Access Management 
Implementation 

User Access   

IT Operations Optimization IT Operations  

Mapping from Projects to Risks  
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Project Sequence and Dependency   
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Release 5 

Data 
 Cleanup 

Implementation - 3 
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Implementation - 4 

Check 
 Point IT Transformation  
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Talent Management 
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Risk & Compliance  
Mgmt Program   

Data Governance 
and Data Privacy 

Program   
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 Gather and document 
business requirements.  

 Confirm requirements 
gathered in earlier phases. 

 Complete a draft design of 
the online self services 
functionality, including the 
development of use cases 
for online self services. 

 Complete a detailed design 
that will be used to guide 
the development through 
the SDLC process. 

 Begin development of the 
communication plan for the 
end users of the system.  

 Identify and determine the 
data scope and key data 
quality attributes. 

 Analyze the current data 
structure and plan for the 
cleanup efforts. 

 Convert the detailed design 
documents and use cases 
into components to be 
deployed online. 

 Develop enhancements and 
modifications to ETF’s 
legacy LOB applications (if 
needed). 

 Develop a prototype website 
to review with users and 
confirm high level use 
cases. 

 Construct final product and 
complete documentation of 
online release features. 

 Conduct unit testing prior to 
migrating the solution into 
the test environment. 

 Work with business units to 
build user acceptance 
testing scripts that will be 
used to verify requested 
functionality has been met. 

 Conduct data cleanup 
activities as required. 

 Business units execute User 
Acceptance Testing (UAT) 
test scripts to verify that 
functionality of online self 
services releases are 
functioning per design 
specifications. 

 Conduct detailed 
vulnerability scan and 
penetration testing. 

 Repair defects found during 
testing and resubmit for 
testing (iterative process). 

 Document and provide final 
sign-off. 

 Implement approved 
components for deployment 
online. 

 Maintain online self services 
application and resolve 
defects identified post go-
live. 

 

 Improved customer service 
by implementing business 
processes online. 

 An established web 
presence for members, 
annuitants, employers and 
third-parties to establish an 
online relationship. 

 Reduced phone calls 
extending self services 
functions such as Member 
Statements, 1099Rs, 
Payment History, to the 
website. 

 Recognition of value-added 
services to the membership 
which should make 
obtaining spending authority 
for future projects easier. 

 Possible reduction in 
workload by shifting some 
workload to the membership 
enabling internal staff to 
focus on other critical 
business process areas. 

Online Self Services Release Implementation Methodology 
 Deloitte recommends implementing each online self services release as its own project by following the full Software Development Life Cycle (SDLC) process. 
 The following table illustrates the major steps that ETF should follow to implement each online self services release: 
 

Step 2 
Construct/Unit Testing 

Step 3 
User Acceptance/Go-Live 

Project  
 Outcomes 

Estimated Duration  

20-24 Months (*)   

Skills Needed  

 Subject matter expertise 
in retiree services, 
member services, 
employer services and 
insurance services. 

 Experience in 
project/program 
management, 
communications, and 
organizational change 
management.  

 Experience in large 
scale system 
architecture design, 
development and 
integration. 

 Experience in business 
process analysis. 

 Experience in data 
quality and integrity. 

 Experience in software 
development using the 
chosen technologies 
(e.g. Java or .Net). 

Step 1 
Analysis/Design 

* Note:  The estimated duration of 20 – 24 months does not include the period of time in between online self services release projects. Please refer to the “Project Sequence and 
Dependency” slide for more details.  
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 Analyze and document the 
business benefits of shifting 
paper-based processes to 
online self services and a 
reduction in phone calls by 
empowering the members, 
annuitants, employers and 
third parties to view and 
update their own information 
online. 

 Document detailed features 
and business requirements 
for online self services. 

 Establish customer service 
objectives for online self 
services delivery (e.g. 
improved customer 
satisfaction, reduced mailing 
costs, etc.). 

 Obtain funding approval.  

 Survey the membership to 
measure interest in the list 
of services being 
considered. 

 Compile and analyze 
membership survey results.  

 Formalize the features and 
options for online self 
services based on the 
survey results and the 
detailed requirements from 
the previous step. 

 Further prioritize the 
features to determine the 
specific requirements for 
each release. 

 Establish or enhance 
current project management 
methodologies and system 
development methodologies 
to support a more efficient 
application development 
cycle. 

 Develop the online self 
services strategy, including 
the business objectives, 
budget plan, features and 
business benefits for each 
online self services release.  

 Develop an implementation 
plan and schedule for the 
online self services 
releases. 

 Budget approval to 
implement online self 
services. 

 Documented requirements 
and features for each 
release of the online self 
services. 

 Detailed project work plan 
and release schedule. 

 Documented metrics for 
measuring project success 
against project goals and 
outcomes. 

Online Self Services Business Strategy and Planning 

Scope:  Develop a detailed business strategy and implementation plan for the deployment of online self services.  The strategy includes the business objectives of 
establishing online self services, budget plan, online self services release plan, features and business benefits for each release, implementation methodology and project 
management methodology for the implementation.  
 
This project is the prerequisite to other business enablement and information technology projects.  The financial impact analysis portion of the business strategy and 
planning can be used to present the business case to state legislature for funding request.  
 

Step 2 
Formalize and Prioritize 

Requirements 

Step 3 
Develop Strategy and 
Implementation Plan 

Project  
 Outcomes 

Estimated Duration (*)  

3 Months   

Risks Addressed  

 Business Strategy 

 Finance 

Skills Needed  

 Subject matter expertise 
in the following areas: 
retiree services; member 
services; employer 
services; and insurance 
services. 

 Experience in business 
strategy for online self 
services. 

 Experience in project 
management.  

 Experience in business 
process analysis. 

Step 1 
Build the Business Case 

Business 
Enablement 

* Note:  The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability.   
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 Identify business processes 
and process owners. 

 Identify business processes 
that need to be 
reengineered for online self 
services. 

 Develop a common 
business process definition 
template. 

 Perform a detailed, use 
case driven assessment of 
the end-to-end business 
processes identified in the 
previous step. 

 Determine activities 
involved in each process, 
then determine internal and 
external users involved in 
each activity. 

 Understand any potential 
need to modify/redesign 
existing processes to 
integrate with online self 
services. 

 Rationalize business 
processes across functions 
and determine necessary 
process changes to suit the 
online processes. 

 Work with all stakeholders 
to communicate and finalize 
the business process 
changes. 

 Document process 
description, business roles, 
flow diagrams, process 
related reports, as-is 
metrics. 

 Document business process 
requirements. 

 Document IT requirements 
including applications and 
systems. 

 Document compliance 
requirements, technical and 
process controls, 

 Document data quality and 
integrity requirements, data 
protection requirements, 
level of access rights 
needed, data backup and 
archiving requirements. 

 Build to-be process 
description, business roles, 
flow diagrams, process 
related reports and metrics. 

 Adopt a change 
management process. 

 Monitor and maintain 
business processes. 

 Business process definition 
documents for each 
process, based on a 
common business process 
definition template. 

 Business process work 
flows. 

 Reengineered business 
processes that can better 
support online self services. 

Business Process Reengineering  

Scope:  Develop and maintain detailed documentation on the critical business processes associated with online self services.  Identify the areas for improvement and 
consider automating some of the manual processes.  Analyze the changes required to support the online self services.  Implement the business process changes based 
on online self services release plan.  
 

Step 2 
Process Analysis  

Step 3 
Documentation  

Project  
 Outcomes 

Estimated Duration (*)   

Throughout all releases 

Risks Addressed  

 Business Process  

Skills Needed  

 Subject matter expertise 
in the following areas: 
retiree services; member 
services; employer 
services; and insurance 
services. 

 Experience in business 
process analysis using 
appropriate software 
tools. 

 Experience in ETF 
business processes. 

 Experience in project 
management.   

Step 1 
Process Discovery  

Business 
Enablement 

* Note:  The estimated duration is for high level planning purpose 
only. The actual time period ETF will take may vary 
depending on other factors such as resource availability.   
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 Develop rationalized data 
governance requirements 
including business, legal, 
privacy and regulatory 
requirements.  

 Develop a data governance 
framework based on the 
rationalized requirements. 

 Develop data privacy and 
classification standards and 
processes to support the 
rationalized data 
requirements. 

 Standards and processes 
should consider the 
following attributes:  
Data Collection 

(accuracy, completeness, 
and timeliness). 

Data Processing 
(validation and 
reconciliation). 

  Data Storage (data 
retention, archival and 
back up). 

Data Access/ Retrieval 
(access controls, and 
segregation of duties). 

 Document data flows (data 
lifecycle diagrams) 
describing how personally 
identifiable information is 
collected, stored, accessed, 
processed, transferred, and 
destroyed. 

 Define data governance 
roles and responsibilities 
such as data owners, data 
stewards and data 
technology managers. 

 Map accountability for the 
defined data governance 
standards and processes to 
roles. 

 Define metrics to track the 
effectiveness of data 
governance. 

 Define the interaction model 
between the various roles. 

 Establish a review process 
to serve as an escalation 
avenue for presenting the 
audit findings to senior 
management. 

 Clearly articulated data 
governance and data 
privacy objectives. 

 Well-defined standards and 
processes for data 
governance, data privacy 
and data classifications. 

 Defined data governance 
team structure. 

 Defined data governance 
roles and responsibilities. 

 Defined metrics to track the 
effectiveness of data 
governance. 

Data Governance and Data Privacy Program 
Scope:  Review the existing data classification policies.  Build an inventory of data assets.  Define and implement processes for labeling and handling data assets based 
on classifications.  Define data protection standards and controls to protect information assets based on data classifications.   
 
Assess the existing data privacy policies and identify areas for improvements.  Develop an on-going privacy training program.  Define business requirements on records 
management, and consider migrating to newer media technologies for records requiring longer retention periods.  

Step 2 
Develop Standards and 

Processes 

Step 3 
Adopt Standards and 

Processes  

Project  
 Outcomes 

Estimated Duration (*)  

5 Months 

Risks Addressed  

 Data Governance 
 Data Quality and 

Integrity 
 Records Management 

Skills Needed  

 Resources with 
experience in 
standards/regulations in 
data governance and 
privacy, such as ISO 
17799:2005/27002, 
HIPAA Privacy and 
Security rules, ISO 
15408, AICPA/CICA 
Privacy Framework. 

 Experience in project 
management.   

 Experience in data 
governance and data 
privacy methodologies 
and program 
management. 

Step 1 
Define Rationalized 

Requirements 

Governance 

 
 

* Note:  The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability.   
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 Establish a common 
definition of risk to be used 
consistently throughout the 
agency. 

 Define a common risk 
framework supported by 
appropriate standards to be 
used throughout the agency 
to manage risks. 

 Clearly define and delineate 
roles, responsibilities and 
authority related to risk 
management within the 
agency. 

 Form governing bodies 
(e.g., Boards, Audit 
Committees) to ensure 
appropriate transparency 
and visibility into the 
agency’s risk management 
practice. 

 Empower business units 
and functions to own the 
day-to-day operations of 
their respective areas and 
the associated risks. 
Business units have the 
responsibility to identify, 
measure, monitor, control 
and report on those risks. 

 Assign primary 
responsibility for designing, 
implementing and 
maintaining appropriate risk 
management capabilities. 

 Develop a common risk 
management methodology 
and approach that can 
support the business units 
in performing their risk 
responsibilities. 

 Identify, assess and 
evaluate risks on a regular 
basis. 

 Manage risks (avoid, 
mitigate, transfer, or accept) 
appropriately. 

 Empower an independent 
group (e.g. Internal Audit) to 
provide objective assurance 
to governing bodies and 
senior management on the 
effectiveness of the 
agency’s risk program. 

 Oversight structure for the 
risk and compliance 
program. 

 Risk management 
methodology and approach. 

 Alignment and integration of 
disparate risk management 
policies and processes 
using common definitions, 
frameworks, tools, and 
technologies. 

 Embed risk management 
practice into core business 
processes. 

 Improved risk management 
beyond the current ad-hoc 
approach. 

 Operationalized risk and 
compliance monitoring 
process.  

Risk and Compliance Management Program 
Scope:  Define and implement a risk management methodology with clearly delineated roles and responsibilities.  Develop and implement associated processes to regularly 
assess, mitigate and report risks within ETF environment, including regulatory compliance, business processes, applications and infrastructure.   
 
The risk and compliance management program should be established, and implemented to ensure that risks and compliance issues related to online self services are 
properly identified and managed.  

Step 3 
Program Implementation 

Oversight 

Project  
 Outcomes 

Estimated Duration (*)  

4 Months  

Risks Addressed  

 Risk Management and 
Compliance  

Skills Needed  

 Experience in enterprise 
risk management. 

 Experience in project 
management. 

 Practical experience in 
implementing an 
enterprise risk and 
compliance program.  

Step 1 
Risk & Compliance  

Governance 

Step 2 
Risk & Compliance  

Strategy 

Governance 

 
 

* Note:  The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability.   
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 Establish a methodology to  
conduct a risk assessment 
and BIA. 

 Assess potential hazards, 
and threats that can disrupt 
the continuity of business 
processes at all ETF 
locations. 

 Identify critical business 
processes and the 
interdependencies, 
including technology 
dependency, third party 
dependency, and human 
resources dependency.  

 Establish RTO and RPO. 

 Develop the organizational 
structure to support 
Business Continuity 
Management 
responsibilities. 

 Identify and evaluate  
appropriate business 
continuity strategies. 

 Develop business continuity 
plans based on the 
strategies. 

 Develop crisis management 
and emergency response 
plans. 

 Build technology recovery 
capabilities. 

 Conduct business continuity 
training to all ETF 
employees. 

 Regularly conduct business 
continuity exercises. 

 Develop a process to 
capture test results and 
report the observations to 
the Leadership Team. 

 Business continuity 
governance model with 
clearly defined roles and 
responsibilities. 

 Business continuity 
strategies for different 
outage scenarios. 

 Business continuity plan. 

 Improved business 
continuity awareness 
among the ETF staff. 

 Regular report on business 
continuity testing. 

Business Continuity and Disaster Recovery Improvement  
Scope:  Perform a Business Impact Analysis (BIA) to identify critical processes and systems that could impact online self services.  Develop business continuity strategy 
and plan based on the BIA results.  Determine the business requirements and inter-dependencies in terms of business continuity, Recovery Time Objectives (RTO), and 
Recovery Point Objectives (RPO).   
 
Assess the existing business continuity and disaster recovery solution and identify the gaps, and improve the business continuity solution to resolve the gaps.  
 

Step 2 
BCM Governance and 

Strategies 

Step 3 
Testing and Training  

Project  
 Outcomes 

Estimated Duration (*)  

7 Months   

Risks Addressed  

 Business Continuity 
Management  

Skills Needed  

 Practical experience in 
building business 
continuity methodology, 
conducting risk 
assessment and 
business impact 
analysis.  

 Experience in  
emergency response 
and crisis management.  

 Experience in business 
process analysis. 

 Experience in project 
management. 

Step 1 
Business Impact Analysis 

Governance 

 
 

* Note:  The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability.   
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 Understand the talent 
capabilities needed to 
execute the online self 
services business strategy.  

 Understand the mapping of 
talent capabilities to 
workforce segments and 
identify gaps or surpluses 
that exist. 

 Analyze current workforce 
profile in ETF (e.g. 
numbers, roles, levels, age, 
length of service, vacancies, 
temporary contracts etc.). 

 Identify critical workforce 
segments (role, business 
unit, etc.) and competencies 
required for supporting and 
maintaining the online self 
services. 

  Assess the training need 
across the agency. 

 Analyze and document key 
skills required to achieve 
ETF’s strategy and vision.  

 Compare desired state with 
current talent management 
programs to identify gaps. 

 Define potential solutions for 
addressing capability gaps, 
and the overall people 
strategy. 

 Prioritize potential solutions 
to address capability gaps 
that are aligned with the 
business strategy. 

 Define short-term and long-
term measurements and  
metrics of success. 

 Build a talent strategy to 
outline sequencing and 
time/efforts required for 
implementing prioritized 
solutions. 

. 

 Deliver talent strategy to key 
stakeholders with 
recommendations on who 
owns the implementation 
and criteria for 
implementation. 

 Develop training programs 
that are customized to staff  
needs. 

 Establish mentoring 
programs to groom  
seasoned staff and junior 
workforce. 

 Develop enhanced and 
more robust training 
approaches, knowledge 
sharing methods and 
rotational programs in order 
to deepen skills within staff. 

 Develop procedures for 
sourcing specialized skills 
from external entities. 

 Establish knowledge 
management programs to 
retain key knowledge from 
existing employees and 
provide effective training to 
new employees. 

 A talent management 
program that focuses on 
developing staff/manager to 
meet future skill 
requirements. 

 A robust knowledge 
management process to 
maintain institutional 
knowledge.  

Talent Management Program  
Scope:  Improve the talent management program with focus on Succession Management, Recruiting & Staffing, and Knowledge Management/Transfer.  Develop competitive 
skill set to support and operate the online self services solution.  The program should also include employee training, transitioning, career development, and performance 
management processes. 

Step 2 
Define People  

Strategy 

Step 3 
Develop Implementation 

Approach 

Project  
 Outcomes 

Estimated Duration (*)  

6 Months 

Risks Addressed  

 Human Resources  

Skills Needed  

 Experience in human 
capital management and 
workforce planning. 

 Experience in people 
strategy and 
performance 
management, including 
but not limited to 
measurements and 
metrics of success.   

 Experience in training 
program management 
and development.   

 Experience in 
knowledge management 
practices.  

Step 1 
Assess Current State    

Business 
Enablement 

* Note:  The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability. 
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 Identify the desired role of 
IT. 

 Develop an IT strategic 
direction summarizing the 
short-term and long-term to-
be states (e.g. within three 
years, three to five years) 
based on ETF’s business 
strategy. 

 Assess emerging 
technologies and their 
potential business relevance 
to ETF.   

 Identify and document the 
gaps between as-is situation 
and desired state of IT in 
different areas such as 
infrastructure, applications 
and database systems. 

 Identify core infrastructure, 
application and database 
building blocks required to 
support the future 
application architecture. 

 Make a business decision to 
retire, redevelop or upgrade 
legacy systems. 

 Validate the business 
strategy in order to better 
understand the business 
objectives and determine its 
potential impacts on IT.  

 Assess the alignment of the 
current IT environment: 
Ability to meet the 

future business needs. 
Scalability to support 

the business growth. 
Alignment with ETF’s 

technology vision. 
Compatibility with 

emerging technologies. 
Ability to meet security 

and compliance 
requirements.  

Cost of maintenance. 
Stability of the supplier. 
Availability of skilled 

resources for 
maintaining the 
systems. 

 Document the existing 
application architecture and 
assess its capabilities to 
meet the future business 
requirements. 

 Develop a master plan of 
initiatives (projects and 
programs) for ETF’s IT 
transformation. 

 Develop a more detailed IT 
transformation plan to align 
the IT projects with online 
self services releases.  

 Define a potential IT team 
structure for IT 
development, IT 
infrastructure, IT security, 
and operational activities. 

 Determine and document 
required investment level 
per category: legacy 
systems modernization; 
consolidation of existing 
systems; adopting latest 
technology; IT staffing; and  
IT operations. 

 Identify Key Performance 
Indicators (KPI) to be 
monitored for the successful 
deployment of the IT 
Transformation Strategy. 

 IT strategy that aligns with 
ETF’s business strategy. 

 IT strategic direction for 
online self services.  

 IT modernization plan that 
aligns with online self 
services releases. 

 

 

IT Transformation Strategy and Planning 
Scope:  Develop a detailed strategy and implementation plan on how to transform ETF’s legacy line of business information technology in order to support the 
deployment of online self services.  The IT Transformation Strategy must be based on and align with the online self services business strategy.  Establish a standard 
SDLC methodology to ensure application development and deployment are driven by business requirements.   
 
Perform a detailed assessment of legacy IT systems and make a business decision on each system – retire, enhance or replace.  Develop an enterprise application 
architecture to specify the common platform and technology standards, and define the interaction between different applications and database systems.  Develop an 
implementation plan to carry out the IT Transformation Strategy.  
 
 Step 2 

Future state 
 (50% Business + 50% IT)  

Step 3 
IT Transformation Strategy 
(30% Business + 70% IT) 

Project  
 Outcomes 

Estimated Duration (*)   

6 Months 

Risks Addressed  

 IT Strategy  

Skills Needed  

 Specialization in IT 
strategic planning and 
complex business and 
IT transformation 
experience. 

 Subject matter expertise 
in retiree services, 
member services, 
employer services, and 
insurance services.  

 In-depth knowledge in 
different IT areas such 
as infrastructure and  
application 
development. 

 Experience in IT 
operations. 

 Experience in project 
management. 

Step 1 
Current State  

(70% Business + 30% IT ) 

Information 
Technology 

 * Note:  The estimated duration is 
for high level planning 
purpose only. The actual 
time period ETF will take 
may vary depending on 
other factors such as 
resource availability.   
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 Install and configure applications 
and system components based on 
the architecture design. 

 Develop integration components 
based on the requirements. 

 Build a to-be model consisting of: 

  Business architecture that  
includes generic- and retirement-
specific services and interfaces. 

 Application architecture that 
includes both internally developed 
and package applications and 
their interfaces. 

 Technology architecture that 
defines the technology services 
required by the application layer. 

 Develop a testing plan, including 
test cases, and testing scripts 
based on the functional and 
technical specifications. 

 Conduct unit testing in a sandbox 
or development environment. 

 Conduct integration testing and 
user acceptance testing in a quality 
assurance environment. 

 Define the detailed scope 
and business requirements 
of each IT Transformation 
phase. 

 Develop a detailed project 
plan.  

 Create functional 
specifications and technical 
specifications of the IT 
Transformation phase. 

 Define major subsystems 
and their inputs and outputs. 

 Identify and document 
integration requirements. 

 Design the conceptual, 
logical and physical 
architecture for the 
infrastructure, application 
and database systems. 

 Design the conceptual, 
logical and physical 
architecture of the security 
solution. 

 Develop a conversion plan 
to migrate current data to 
the new systems (if 
needed). 

 Develop IT operations and 
maintenance procedures. 

 Deploy the system in 
production environment. 

 Conduct a pilot roll out of 
the new systems, if 
applicable.  

 Roll out the new systems 
into production. 

 Perform system/application 
maintenance . 

   

 Modernized IT 
systems that are 
capable of 
supporting ETF’s 
online self services.   

 Improved business 
processes. 

IT Transformation Implementation 

Scope:  Implement the IT Transformation Strategy to modernize ETF’s IT environment.  Retire, enhance, and/or replace legacy systems.  Consolidate data repositories.  
 
The IT transformation is a multi-phased implementation that aligns with online self services releases.  The table below illustrates a high-level approach for the 
implementation of each phase of the IT transformation. 
 

Step 2 
Develop and Test 

(30% Business + 70% IT)  

Step 3 
Deploy and Maintain 

(10% Business + 90% IT)    

Project  
 Outcomes 

Estimated Duration (*)   

6 Months for Each Phase 

Skills Needed  

 Business and system 
analysts with knowledge 
of existing ETF legacy 
systems.  

 Business and system 
analysts with experience 
in software development 
life cycle and system 
integration. 

 Application, 
infrastructure and 
database architects. 

 Technical resources with 
experiences in related 
technologies such as 
software developers and 
database administrators. 

 Project managers with 
in-depth knowledge and 
experience in managing 
strategic, complex IT 
projects. 

Risks Addressed  

 Legacy Systems  

Step 1 
Analyze and Design 

(30% Business + 70% IT)  

Information 
Technology 

 * Note:  The estimated duration is for high level planning 
purpose only. The actual time period ETF will take 
may vary depending on other factors such as 
resource availability.   
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 Identify security 
requirements from ETF 
business units.  

 Document applicable 
regulatory and legal 
requirements.  

 Review and revise the 
existing information security 
policies, as needed. 

 Establish a security 
assessment framework that 
considers ETF’s security 
policies, applicable 
regulations and industry 
leading practices.  

 Conduct a detailed 
assessment to identify 
information security control 
gaps.  

 Identify information security 
threats and vulnerabilities. 

 Formulate appropriate risk 
mitigation plans.  

 Implement appropriate 
process and technical 
controls to manage the 
information security risks.  

 Define and document 
security standards and 
guidelines.  

 Define roles and 
responsibilities for 
maintaining the security 
controls.  

 Provide user training on 
information security matters, 
as needed.  

 Manage day-to-day security 
operations.  

 Adopt security monitoring 
procedures and controls.  

 Conduct an independent 
review to test the 
effectiveness of the security 
controls.  

 Report findings to the 
Leadership Team. 

 Identify and implement  
additional security controls, 
as applicable. 

 Elicit feedback on security 
program from business and 
IT stakeholders.  

 Take appropriate actions 
based on feedback 
provided.  

 Documented security 
assessment framework. 

 Documented information 
security policies, procedures 
and guidelines. 

 Clearly defined security 
roles and responsibilities. 

Information Security Management 
Scope:  Define an enterprise information security management framework including clearly defined roles and responsibilities for information security management.  
Update information security related policies and procedures.   
 
Define a metric and reporting framework to report security related information to identified stakeholders throughout the agency.  Adopt a process for obtaining 
information security requirements from business and application development groups.  
 

Step 2 
Implement Security 

Management Program  

Step 3 
Maintain Security 

Management Program    

Project  
 Outcomes 

 
Estimated Duration (*) 

  
4 Months  

Risks Addressed  

 IT Security  

Skills Needed  

 Practical experience in 
developing an enterprise 
information security 
program, including 
security policies and 
procedures.  

 Experience in 
articulating business 
requirements into 
technical controls.  

 Experience in project 
management. 

Step 1 
Develop Security Management 

Program   

* Note:  The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability.   

 

Information 
Technology 
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 Obtain understanding of 
user types. 

 Gain understanding of 
existing user provisioning 
processes and identity 
lifecycle management, 
including approval 
workflows. 

 Understand how associated 
roles/groups and access 
rights/entitlements are 
assigned. 

 Identify data flows related to 
IAM. 

 Align existing IAM solutions, 
business processes, and 
technologies with leading 
practices and industry 
standards. 

 Develop high-level IAM 
solution requirements (i.e., 
functional and technical). 

 Develop ETF’s IAM 
strategy.   

 Identify potential areas of 
improvement. 

 Develop key IAM-related 
use cases and anticipated 
benefits. 

 Develop high-level IAM 
reference architecture. 

 Prioritize key IAM-related 
use cases and high-level 
solution requirements. 

 Design the IAM solution. 

 Develop IAM solution 
implementation roadmap. 

 Acquire IAM software 
products, if needed. 

 Build IAM infrastructure 
based on the design. 

 Implement the IAM solution 
by following the SDLC 
process.  

 Customize the IAM tool, as 
needed. 

 Test the solution as per the 
testing plan.  

 Deploy and roll out the IAM 
solution in production 
environment. 

 Enterprise Identity and 
Access Management 
solution. 

Identity and Access Management Implementation  

Scope:  Define and implement an Identity and Access Management (IAM) strategy that includes a standard model for user lifecycle management, including user account 
provisioning based on Role Based Access Control (RBAC) and Segregation of Duties (SoD), user authentication and authorization, user password management, and 
user access review.  Build a centralized user directory.   
 
The IAM strategy and solution must support both ETF internal and external users for the deployment of online self services. 
 

Step 2 
Design IAM Solution    

Step 3 
Implement  

IAM Solution  

Project  
 Outcomes 

Estimated Duration (*) 

8 Months 

Risks Addressed  

 User access  

Skills Needed  

 Experience in the design 
and implementation of 
enterprise Identity and 
Access Management 
solution. 

 Experience in business 
process analysis.  

 Experience in project 
management.   

 Experience in software 
development to 
customize the IAM tool 
using the chosen 
technology. 

Step 1 
Assess the Requirements  

* Note:  The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability.   

Information 
Technology 
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 Assess current IT 
operational processes.  

 Perform comparative 
analysis of current process 
with industry leading 
practices such as 
Information Technology 
Infrastructure Library (ITIL) 
and International 
Organization for 
Standardization (ISO).  

 Identify the IT operational 
processes and procedures 
that require improvement.  

 Assess the level of process 
awareness with IT 
department. 

 Develop templates to adopt 
the new processes.  

 Prepare high-level flow of 
the process.  

 Determine applicability to 
ETF environment . 

 Develop processes through 
workshops and discussions 
with IT team. 

 Incorporate feedback from 
IT team. 

 Validate with ETF business 
units to ensure the 
alignment between IT 
operational processes and 
business processes. 

 Publish final versions of the 
operational processes.  

 Conduct training on 
enhanced IT operation 
processes. 

 Assign roles and 
responsibilities.   

 Pilot new processes . 

 Incorporate feedback and 
make updates, as 
applicable. 

 Rollout new processes 
across the entire IT 
organization.  

 Improved IT operation 
processes aligned with 
Industry leading practices: 

Change Management    

Release management 

Problem management  

 Incident management 

 IT Helpdesk 

Backup and Restoration  

Patch management   

IT Operations Optimization  

Scope:  Enhance the current IT operational processes.  Design and implement processes to improve in the following areas of IT infrastructure and operations: change 
management; release management; problem management; incident management; IT helpdesk; backup and restoration; and patch management.  
 

Step 2 
Design and Develop IT 
Operational Processes  

Step 3 
Implement IT Operational 

Processes  

Project  
 Outcomes 

Estimated Duration (* )  

5 - 6 Months for Each 
Phase   

Risks Addressed  

 IT Operations  

Skills Needed  

 Experience in designing 
and implementing 
ITIL/ISO based 
processes.  

 Experience in project 
management. 

Step 1 
Current State Assessment  

* Note: The estimated duration is for high level planning purpose only. The actual time period ETF will take may vary depending on other factors such as resource availability.   

 

Information 
Technology 
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