Disaster Backup and Recovery at Aetna
Overview
Aetna's disaster back-up and recovery strategy is to provide and maintain an internal disaster recovery capability.  The strategy leverages Aetna's internal computer processing capacity of its two large state of the art hardened computer centers, located in Middletown and Windsor, Connecticut.  Both facilities have extensive fire suppression systems, dual incoming power feeds, UPS and backup diesel generators which provide 24x7x365 operations.  Physical access is strictly controlled and monitored and access to vital areas is segregated by floor and business function where appropriate.  The two data centers house Aetna’s computer processing capabilities on 3 major platforms, mainframe (Z/OS), mid-range (UNIX), and LAN (Windows).  The data centers are load-balanced and supplemented by quick ship and capacity on demand contracts so each center can back the other up in the event of a disaster.  Contracts with national vendors are maintained to obtain replacement equipment and supplemental capacity as needed to ensure recovery time objectives (RTO) can be met.
In the event of a data center disaster, the RTO to resume most production processing is 4 days from disaster declaration for all mainframe and mid-range systems, 5 days for LAN systems.  A smaller portfolio of highly available applications such as web and Pharmacy applications have RTO’s of 6 hours or less and utilize mirroring and/or load balancing technologies between the datacenters to provide for the RTO defined by the business unit.  Aetna’s voice and data network backbones are fully redundant using Sonet ring technology and are recovered within 1 hour of a data center outage.  In summary, Aetna’s data center recovery strategy and its application RTO’s are consistent with or better than industry standards.
Disaster Recovery  Plans
The Aetna Information Services (AIS) Executive IT Disaster Recovery Plan is the high level plan for recovery of a data center and its critical components.  The plan is derived from 33 detailed IT infrastructure plans which are maintained by each critical support area.  The plans contain processes and procedures to recover all functions, services, and equipment which are needed to recover either data center.  These plans are centrally maintained by our disaster recovery group, are stored both locally and offsite and are updated quarterly or as needed by the respective infrastructure area.
Application recovery plans document technical and management contacts, application recovery specifics, application dependencies, integrated system synchronization, and checkout procedures.  The plans are maintained routinely and utilize automated recovery processes to insure appropriate data identification and timely recovery.  Plans are verified through yearly reviews with the application owners and business users as well as periodic integrated walk-troughs. 
Escalation and notification procedures are contained within Disaster Recovery plans to ensure recovery team members, affected partners and business unit owners are activated in a timely manner.
Aetna Information Service’s role in a Disaster is to lead, manage and for the most part staff the recovery teams which will be augmented by vender specialist under contract to do so.
Data Backup
Infrastructure and application data is secured and stored offsite on a daily basis.  Backed-up data are cross vaulted between the two computer centers, with mainframe backups stored primarily on disk media and mid-range/LAN backups stored primarily on tape.
Any customer data lost as a result of a data center catastrophe will be recovered through re-submittals by service providers and/or recovery reconciliation teams. 
Disaster Recovery Testing
Aetna maintains and implements ongoing enhancements to disaster recovery plans and procedures.  Testing is performed across a variety of applications and infrastructure components on a regular basis to ensure ongoing disaster recovery readiness.
Aetna routinely tests recovery elements of third party relationships including technology components, critical processes and access points.  These exercises can be initiated by either party and Aetna welcomes the opportunity to test these relationships as time and resources permit.
Business Continuity
Aetna maintains and implements a detailed business continuity program, with over 300 plans to address its critical business work group operations.  In the event of an office outage processing is transferred to surviving offices within Aetna’s network with little or no disruption to service levels.  The detailed business continuity plans are maintained on a quarterly basis and in-depth tests are conducted periodically.   Business Continuity Plans are also designed to mitigate the effects of an extended system outage and loss of third party business associates.
Attachment D3


